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DETAILED ACTION 
Examiner Notes 

1 . Examiner cites particular columns and line numbers in the references as applied 
to the claims below for the convenience of the applicant. Although the specified citations 
are representative of the teachings in the art and are applied to the specific limitations 
within the individual claim, other passages and figures may apply as well. It is 
respectfully requested that, in preparing responses, the applicant fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the examiner. 

Claim Objections 

2. Claims 42-44 are objected to because of the following informalities: The claim 
recites "any one of claim 36" and claim 36 is a single claim. Appropriate correction is 
required. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) The invention was patented or deschbed in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 25-50 are rejected under 35 U.S.C. 102 (b) as being anticipated by 
CHANG ET al (WO 03/030541). 
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As to claim 25, CHANG et al teaches a method of protecting a digital image, the 
method comprising: 

extracting feature values from the digital image based on a selected authentication 
bit-rate and a selected image content (one or more feature codes are derived from a 

first set of data that is to be watermarked. One or more parity checks bits are derived 
from the feature codes and are included in one or more codeword, page 5; lines 15-31); 
selecting an authentication mode for processing the extracted feature values, 
the processing of the extracted (authentication system, watermark data 828 are 
extracted by block 826 from the watermarked content 824 using the same secret key 
816 as was used in the watermarking system Illustrated in Fig. 8A. If a randomization 
step 808 was used in the original watermarking procedure, the watermark data 828 Is 
decoded/unrandomized by block 830 in the authentication system to derive 
unrandomized data 832; figure 8b; page 4; note that there is no characterization in the 
claims of how the processing of extracted feature values is affected by which mode is 
selected) feature values comprising deriving data corresponding to the extracted feature 
values based on the selected authentication mode (watermark data 828); 
and creating an image signature based on the data corresponding to the feature values 
(image domain data 102; The block diagram illustrates the processing of image data, 
but the watermarking and authentication methods of the present invention can be 
applied to a variety of different types of data including, but not limited to, image data, 
video data, audio data, and/or other multimedia data, figure 1 ). 
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As to claim 26, CHANG et al teaches the method as claimed in claim 25, wherein 
the processing comprises correcting coding (ECC) the extracted feature values to 
derive the data corresponding to the feature values (user selectable authentication bit 
rate constitutes the step of selecting a desired authentication robustness level" as per 
claim 2 since the authentication bit rate affects the robustness of the embedded 
watermark; see abstract). 

As to claim 27, CHANG et al teaches the method as claimed in claim 25, wherein 
the feature values from each of a plurality of code blocks of the original digital image are 
thresholded and coded to create the data corresponding to the feature values (The 
newly derived feature codes 306 are therefore compared on a subblock-by-subbiock 
basis to the corresponding message codes 350 derived from the extracted watermarks 
310 (step 312). For each feature code and message code being compared, the 
comparison procedure 312 determines whether the RGBs associated with the message 
code equal the RGBs associated with the feature code). 

As to claim 28, CHANG et al teaches the method as claimed in any one of claim 
25, wherein the processing further comprises embedding the data corresponding to the 
feature values into the digital image (note that the processing section 910 and/or its 
components can be Incorporated into an imager such as a digital video camera or a 
digital still-image camera; pages 21-23). 

As to claim 29, CHANG et al teaches the method as claimed in claim 26, further 
comprising applying ECC coding again to parity check bits generated during the ECC 
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coding of tlie extracted feature values to generate the data corresponding to the feature 
values (figure 3). 

As to claim 30, CHANG et al teaches the method as claimed in claim 28, wherein 
the embedding of the data corresponding to the feature values as a watermark is 

conducted in a lossy or a lossless way, based on the selected authentication mode 

(Turning back to Fig. 2A, typically not all of the available bit planes are used for deriving 
the feature codes 204. Rather, the percentage of bits to be used for deriving feature 
codes is equal to an authentication bit rate 242 which can be selected by the user, 
pages 17-18). 

As to claim 31, CHANG et al teaches the method as claimed in any one of claim 
25, wherein the creating of the image signature comprises applying a cryptographic 
hashing function to a bit sequence representing the data corresponding to the feature 

values (note that feature code can be a data set representing an edge map of an image, 
a data set representing a brightness histogram of an image, or a sequence of bits from 
a rectangular region of a single bit plane of encoded, transform-domain image data; Fig. 
14, In image and/or audio compression applications, such functions are commonly used 
to represent the amount of distortion D as a function of bit rate; see also figure 12A; 
12B). 

As to claim 32, CHANG et al teaches the method as claimed in any one of claim 
25, wherein the creating of the image signature comprises utilizing a private key (private 
key 708, figure 7A). 
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As to claim 33, CHANG et al teaches the method as claimed in any one of claim 
25, wherein the method further comprises distributing the digital image, including the 
embedded data, as the authentic digital image (note that the secret key 816 must be 
distributed to any party who will be authenticating data, and this requirement increases 
the risk that the secrecy of the key 816 wiH be compromised, pages 5 and6) 

As to claim 34, CHANG et al teaches the method as claimed in any one of claim 
25, further comprising coding the digital image, including the embedded data, utilizing 
JPEG2000 compression (EBCOT is, in fact, the compression engine used in the well 
known JPEG2000 image encoding standard, which is described in Information 
Technology--JPEG2000 Image Coding System, ISO/IEC International Standard 15444- 
1 (Dec. 2000). In the system and procedure illustrated in Fig. 1, the EBCOT encoding 
by block 112 produces a set of EBCOT codes 118; figure 5). 

As to claim 35, CHANG et al teaches the method as claimed in claim 34, wherein 
the extracting of the feature values, the embedding of the data corresponding to the 
feature values, and the creating of the image signature are performed as part of the 
JPEG 2000 coding (JPEG2000 image encoding standard; page 9 lines 10-27). 

As to claim 36, CHANG et al teaches the method of authenticating a digital 
image, the method comprising: extracting feature values from the digital image based 
on a selected authentication bit-rate; and processing the extracted feature values to 
derive 

data corresponding to original feature values based on a selected 
authentication mode; and comparing the derived data corresponding to the 
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original feature values with reference data derived from an image signature 
associated with the digital image (comparison procedure 312; note that the decrypted 
signature 336 is then compared to the newly derived digest 324 on a bit-by- bit basis by 
block 326 to derive an authentication result 328. The authentication result 328 indicates 
whether the watermarked EBCOT codes 302 have been fraudulently manipulated; see 
page 21, Hnes 5-28). 

As to claim 37, CHANG et al teaches the method as claimed in claim 36, wherein 
deriving the data corresponding to the feature values comprises ECC coding the 
extracted data and extracted feature values (a set of ECC codewords 358 is extracted 
by block 330 from the wavelet transform coefficients 356 that were derived from the 
EBCOT codes 302 by block 354; figure 3; pages 21-23). 

As to claim 38, CHANG et al teaches the method as claimed in claim 36, wherein 
the extracted feature values from each of a plurality of code blocks of the digital image 
are decoded to derive the data corresponding to the original feature values (The 
extracted ECC codewords 358 are decoded using an error correction decoding (i. e. , 
inverse ECC) procedure 360 to derive a decoded second stage watermark 33; figure 3; 
pages 21-23).. 

As to claim 39, CHANG et al teaches the method as claimed in any one of claim 
36, further comprising extracting data embedded as a watermark in the digital image; 
and the processing the extracted data and the extracted feature values to derive the 
data corresponding to original feature values (The watermarked data 638 are then 
Inverse transformed (block 614) to derive a watermarked version 616 of the original 
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content 604. For example, if the original content 604 is a set of image-domain data, the 
watermarked content 616 is typically also a set of image-domain data: see figure 5). 

As to claim 40, CHANG et a! teaches the method as claimed In claim 37, further 
comprising applying ECC decoding twice to the extracted data ( each group PCB within 
the resulting set of RGBs 340 is then decoded by an error correction decoding 
procedure 348 to generate a message code; page 22; lines 8 to page 23 lines 1-30). 

The limitation of claims 41-45 has been addressed above. 

As to claim 46, CHANG et al teaches the method as claimed In claim 36, wherein 
the extracting of the data embedded as a watermark, the extracting of feature values 
from the digital image, the processing of the extracted data and extracted feature 
values, and the comparing of the derived data corresponding to the original feature 
values with the reference data are performed as part of the JPEG 2000 de-codIng (The 
decoded second stage watermark 332-which is a signature extracted from the wavelet 
transform coefficients 356 derived from the watermarked EBGOT codes 302-is 
decrypted by block 334 using a PKS public key 344 which corresponds to the private key 
232 used to encrypt the digest by block 228 in the watermarking system and procedure 
illustrated in Fig. 2A or Fig. 2B). 

The limitation of claims 47-50 has been addressed above (see also figures 9 and 

10) 



Conclusion 
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Any inquiry concerning tliis communication or earlier communications from the 
examiner should be directed to NANCY BITAR whose telephone number is (571)270- 
1041 . The examiner can normally be reached on Mon-Fri (7:30a.m. to 5:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jinge Wu can be reached on 571-272-7429. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Jingge Wu/ 

Supervisory Patent Examiner, Art Unit 2624 

Nancy Bitar 12/10/2008 



